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~+ R Artificial Intelligence, Cybersecurity, Biometrics (refer to Figure 1),

Internet of Things (IoT), Big Data, Data Security and Privacy

Fingerprint

TS

. & i Iris PO T ) AN Palmprint Vein Pattern \

Individual g ‘ pres
> - : ‘ v‘_‘ .

Keytroke Dynamics gy ST - i

.
.

Figure 1: Biometrics modalities illustration with keystroke dynamics as specia_.I_'i.t'y'.;'-",‘_'.j:':‘-‘_-‘."
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f_'.,;-j._{._:—_i_f{..-}_f{..Bi_i-_'Q.metrics, Keystroke Dynamics, and Pattern Recognition



O
ra
-
=
>3
<L
@
U
LLl
4
-
—l
r_a
O
a
4
<

»



"“:"O . *s ‘O‘,‘ ,“.".‘
.:“:“0‘:’ ‘: s’ ':‘ .:’ SN
;0‘““‘“‘0‘ ‘:o “ . ', *, ’.‘. ‘.
;"““."c“ PO A A R A A
‘:.‘:"“"o:.‘:.',.’. D e oS ot B
L“"“O ’."o"' nQ o ",' .'_-',' S T
“‘ ’o‘:o‘," "o',";”o"- I S | S
’0‘:“"‘o“0""‘.0’. '.“ ‘.‘o e P '..- e B Pra T
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$1.5 Trillion
‘ Amount earned by cybercriminals
_". o — for cybercrime activities yearly. o4 4 e ¥
$10.5 Trillion T
projected cost of /7 A
cybercrimes by 2025. $5.09 M'"'On
0 ——
N 80% 2.7 billion hours Is the highest cost of a
of cybercrimes are ; : : :
. .V | Total time spent resolving data breach in US.A. in
phishing attacks in the cybercrimes; average of 1023
530 billion technology sector. 6.7 hours daily. '
Cost of Crypto-crime 5265 Billion is the estimated annual cost of
o .
annually by 2025. ransomware to victims by 2031.
»
. “ .. . :
> Source: Cybercrime Statistics 2024 (Astra Security, 2024)




SECURITY ISSUES IN RELATIONTO
COMPUTER

A person’s authentication can be the means of accessing a

computer or software on computers or websites.
E.g. he/she may be asked by the system to provide their username and

password (ldrus et al., 2013).

Username

Password v

. Remember me

LOGIN
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SRS WHAT IS KEYSTROKE DYNAMICS
e BIOMETRICS?
« It belongs to the class of behavioural biometrics, in the sense that
the template of a user reflects an aspect of his/her behaviour.
« Generally speaking, the global pgrform,ances of keystroke
dynamics-based authentication systems are lower.than those of
popular morphologlc modalities-based authen’ucatlon systems
(such as flngerprlnts iris, etc. . . ). - S ,_1,".-_‘.;-‘:{.;-.:;i.:—‘:;i':{.{-‘:{.;
“ S




i MOTIVATIONS
TO
Keystroke Dynamics

Behavioral
Biometrics for
Enhanced = =
Low . \f Difficult to - i
Implementation T Mimic or Steal ' ,-F
. Cost k i ‘ > '* oo

» ."._".".'-“.'.'o’

Non-Intrusive
and Continuous
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mEmET 1. Low Implementation Cost
~« Reason: Keystroke dynamics relies on data from standard input
devices (keyboards) already available on nearly all devices.
- Advantage: No need for specialized biometric hardware (e.g.,
fingerprint scanners or iris readers), making*it easy to deploy at scale.
_ Summary LN .
Keystroke dynamics uses existing keyboards, eliminating the'need for
. extra hardware and reducing deployment costs. . . <« *
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Solution (New Dimension) = BIOMETRICS : Keystroke
Dynamics

U-N-1-V-E-R-S-1-T-1-_ -M-A-L-A-Y=S —I-A-_ -P-E-R-L-1-S-—



Solution (New Dimension) = BIOMETRICS : Keystro
Dynamics

o5 Keystroke - Test mode: nothing is

File View Execution Mode Tools Parameters About Kbd 1 Kbd 2 Kbd 3 Kbd 4
Password
] Keystroke data

The passwordis:  umiversiti malaysia perl: ] ]
Time between two keys pressure Time between two keys release

Duration (1

15 3 15

Character Character

Time between one release and one pressure Time between one pressure and one release

146

Duration (10
Duration

GREYCES

o User: |Working mode: Tgst |Enroll OK:  [Enroll NOK | Password: universiti malaysia pr-}[||€_; | Keyboard nb: 1 —

15 3 15

Character Character

Figure 2: GREYC software (Giot et al., 2011)



Solution (New Dimension) = BIOMETRICS : Keystroke
Dynamics

keystroke.db

[ Master Table (1]

ATables (4)
oke_datas
cke_typing

F Triggers (0]

Structure | Parcowurir & rechercher
Entrez les commandes SQL

user_id narme

| 0001
|ooo
01

|ooo

Exécuter le SQL

password

lecnardo dicaprio

|IE|:-r'|:-|r-:|- dicaprio
||E-:-r'|:—|r-:|-_- dicaprioc
|IE|:-r'|:-|r-:|-:| dicaprio
|Ie-:-r'|:-|r-:|-:- dicaprio
||E-:-r'|E|r-:|-:- dicaprio
|IE|:-r'|:-|r-:|-:| dicaprio
||E-:-r'|:-|r-:|-:- dicaprioc
||E-:-r'|E|r-:|-:- dicaprio
|IE|:-r'|:-|r-:|-:| dicaprio
||E-:-r'|:-|r-:|-:- dicaprioc
|IE|:|r'|:-|r|:||:| dicaprio
|Iv.=_-|:|r'|:-|r|:||:| dicaprio
||E-:-r'|:-|r-:|-'- dicaprioc
|IE|:|r'|:-|r|:||:| dicaprio
|Iv.=_-|:|r'|:-|r|:||:| dicaprio
|t|"IE rolling stones
|th-.=_- ralling stones
|th-.=_- ralling stones
|t|"IE rolling stones
|th-.=_- ralling stones
|th-.=_- rolling stones
|th-.=_- rolling stones
|th-.=_- ralling stones
|th-.=_- rolling stones
|th-.=_- relling stones
|th-.=_- ralling stones

Configuration de la base de données

keyboard_number

1

[y gy

fd P BRI Bd B B R BRI OB P

F R R R RR R R R R

fud

Figure 3: Vector timin.g values recorded in a database

Data PManipulation | CreatefAlter | Drop | Relndex | PRAGMA

ppTime rrTime prlime rpTime wector
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=
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Solution (New Dimension) = BIOMETRICS : Keystroke
Dynamics

\Margin

-~ Hyperplane

Support Vectors

Figure°4: Support Vector Machine (SVM) Classification of Hyperspectral Data
\ Features



ANALYSIS ILLUSTRATION BETWEEN USERS

Figure 5: llustration of the serious game. Bob has to decide if he is talking through a chat to Alice.
The keystroke dynamics between Bob and “Alice” will be analysed to make an automatic decision
for comparison.









	Slide 1:     INTRODUCTION TO KEYSTROKE DYNAMICS
	Slide 2: A QUICK GLIMPSE
	Slide 3: RESEARCH EXPERTISE & INTEREST
	Slide 4: BOOKS PUBLISHED ON CYBERSECURITY AND ONLINE SCAMMING
	Slide 5: CYBER THREATS RISING
	Slide 6: SECURITY ISSUES IN RELATION TO COMPUTER
	Slide 7: SECURITY ISSUES IN RELATION TO COMPUTER
	Slide 8: SECURITY ISSUES IN RELATION TO COMPUTER
	Slide 9: SECURITY ISSUES IN RELATION TO COMPUTER
	Slide 10: SOLUTION: BIOMETRICS
	Slide 11: WHAT IS KEYSTROKE DYNAMICS BIOMETRICS?
	Slide 12: MOTIVATIONS TO Keystroke Dynamics
	Slide 13: 1. Low Implementation Cost
	Slide 14: 2. NON-INTRUSIVE AND CONTINUOUS
	Slide 15: 3. DIFFICULT TO MIMIC OR STEAL
	Slide 16: 4. BEHAVIORAL BIOMETRICS FOR ENHANCED SECURITY
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23

