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Research in Digital Sciences

GREYC RESEARCH LAB

Image processing, artificial intelligence, data 

science, instrumentation, theoretical computer 

science, cybersecurity, natural language processing 
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STAFF

200 Members

 7 full time CNRS researchers

 29  full professors

 47 associate professors (14 HDR)

 68 PhD students (17 with a company)

 19  permanent administrative and technical

 16  post-doc and research engineers

 12 associate members

Annual budget: 2000 K€ (without permanent salary)

https://www.greyc.fr/
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RESEARCH ACTIVITIES

Topics: fundamental, methodological and applied research on issues related to digital sciences

Domaines d’expertise

Algorithms
and Artificial
Intelligence

Data science
Sensors and  
Instruments 



5C. Rosenberger Biometrics lecture 5C. Rosenberger Titre 

RESEARCH GROUPS

 AMACC: Algorithms, Computational Models, Combinatorial, Complexity,

 CODAG: Constraints, Ontologies, Data, Annotations, Graphs

 MAD: Models, Agents and Decisions

 IMAGE: Image processing and understanding

 ELEC: Electronics

 SAFE: Security, Architectures, Forensics, biomEtrics
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Research in Cybersecurity

SAFE RESEARCH GROUP

 Biometrics: definition/evaluation of biometric

systems, biometric data protection

 Security architectures: Network security (SDN, 

5G, 6G), applied cryptography, randomness and 

information protection.

 Digital Forensics: Automatic language 

processing, forensic platform, privacy protection.
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WHO AM I?

https://rosenberger.ensicaen.fr/

Christophe ROSENBERGER

 Full professor in Computer Science at ENSICAEN

 Cybersecurity researcher at the GREYC research lab (director)

 Biometrics (since 2005)

 Digital forensics (since 2021)

 Chairman of the evaluation and monitoring panel for the Italian Cybersecurity 

research strategy
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Biometrics

CYBERSECURITY

https://www.cybok.org/
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PLAN

 Introduction

 Evaluation of biometric systems

 Soft biometrics

 Template aging

 Privacy protection

 Open questions
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Biometric modalities

 Biological analysis: 

EEG signal, DNA… 

 Behavioural analysis: 

Keystroke dynamics, voice, gait, signature dynamics...

 Morphological analysis: 

Fingerprint, iris, palmprint, finger veins, face, ear…

INTRODUCTION
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INTRODUCTION
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Definitions:

 Biometric sample: analog or digital representation of biometric characteristics prior to

biometric feature extraction

 Biometric reference: one or more stored biometric samples, biometric templates or

biometric models attributed to a biometric data subject and used as the object of biometric

comparison

Biometric sample

Biometric reference
𝑇 = 𝑚1, … ,𝑚𝑛

With 𝑚𝑖 = 𝑥𝑖 , 𝑦𝑖 , 𝜶𝑖 , 𝑇𝑖

𝑥𝑖 , 𝑦𝑖 : minutiae location
𝜶𝑖:𝑚𝑖𝑛𝑢𝑡𝑖𝑎𝑒 𝑜𝑟𝑖𝑒𝑛𝑡𝑎𝑡𝑖𝑜𝑛
𝑇𝑖: 𝑚𝑖𝑛𝑢𝑡𝑖𝑎𝑒 𝑡𝑦𝑝𝑒

INTRODUCTION

𝒙𝒊, 𝒚𝒊

𝜶𝒊

Minutiae
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Enrollment: act of creating and storing a biometric reference data record

Verification: process of confirming a biometric claim through biometric comparison 

Identification: process of searching against a biometric enrolment database to find and return

the biometric reference identifier(s) attributable to a single individual

INTRODUCTION
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How do decide if the claimed identity is correct ?

Suppose SCORE is a similarity matcher

IF SCORE (REFERENCE, SAMPLE ) > THRESHOLD 

ACCEPT 

ELSE

REJECT

THRESHOLD  value is set according to the application

INTRODUCTION
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INTRODUCTION

Components of a 

biometric system:

 Data capture,

 Signal processing, 

 Data storage,

 Matching,

 Decision.
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INTRODUCTION

Demo:

Keystroke dynamics

sytems

(windows software that

can be downloaded on 

my webpage)

R. Giot, M. El-Abed, B. Hemery, C. Rosenberger, "Unconstrained Keystroke Dynamics Authentication with Shared Secret", Elsevier Journal on
Computers & Security (IF 0.868), Volume 30, Issues 6-7, Pages 427-445, September-October 2011.
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INTRODUCTION

Definition of biometric systems
 Sensor definition
 Feature generation
 Soft biometrics
 Template update
 Multi-biometrics
 Mobile biometrics
 XAI for biometrics
 Indexing

Evaluation of biometric systems
 Performance
 Presentation attack
 Fairness
 Usability
 Biometric data quality
 Synthetic data generation

Privacy protection
 Hardware 
 Software

 Encryption
 Transformation
 Protocol
 Architecture
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EVALUATION OF BIOMETRIC SYSTEMS

How accurate is a biometric system ?

How to set the decision threshold
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PERFORMANCE 

Biometric

database: MEDS

Samples of 13 

individuals

https://www.nist.gov/itl/iad/image-group/special-database-32-multiple-encounter-dataset-meds

Evaluation:

Collection of 

biometric data
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Le pôle TES et le sans-contact

PERFORMANCE

Acquisition metrics (sensor evaluation)

 Failure To Acquire Rate

 FTAR

 Problem during capture

 Physical incapacity

 Sensor does not work

 Failure To Enroll Rate

 FTER

 Insufficient biometric quality

 User does not want to enroll himself
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PERFORMANCE

Evaluation: example of a typical biometric system using a deep neural network

Kosinski, M. Facial recognition technology can expose political orientation from naturalistic facial images. Sci Rep 11, 100 (2021). 

https://doi.org/10.1038/s41598-020-79310-1
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PERFORMANCE 

Reference 

template

Test 

samples

Evaluation:

 Selection of the 

reference template

 Use other samples

for testing
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Le pôle TES et le sans-contact

PERFORMANCE

Distribution of legitimate and impostor scores

1. Computation of scores

2. Plotting the frequency of each value

reference

Samples used 

for testing

Legitimate scores: comparison
between a sample and the
reference of the same user

Impostor scores: comparison
between a sample and the
reference of a different user
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Le pôle TES et le sans-contact

PERFORMANCE

Score

Distribution

impostors legitimate

Threshold

false 

rejected

False 

accepted

Low threshold : no problem for 

legitimate users but impostors 

might be authenticated
High threshold: no 

impostor but legitimate 

will be disturbed

Distribution of legitimate and impostor scores
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Le pôle TES et le sans-contact

PERFORMANCE

Authentication metrics (algorithm)

Errors depending of the threshold value 

 False Match Rate

 FMR()

 Ratio of accepted impostors

 False Non Match Rate

 FNMR()

 Ratio of rejected legitimate users
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PERFORMANCE

Authentication metrics (system)

Errors depending of the threshold value 

 False Acceptation Rate (FAR)

 FAR() = (1 – FTAR).FMR()

 False Rejection Rate (FRR)

 FRR() = (1 – FTAR).FNMR() + FTAR
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Le pôle TES et le sans-contact

PERFORMANCE

Score

Distribution

Impostors legitimate

FNMR/FRR = 0%

FMR = FNMR = EER

FMR/FAR = 0%

Illustration of metric values: impact of the threshold value 
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PERFORMANCE

Threshold 

FAR FRR

EER

Performance points

 EER: Equal Error Rate

Setting threshold  to have 
FRR()=FAR()=EER

 FRR @FAR: FRR value when
FAR is set

Relationship between FAR, FRR, EER and threshold 
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Le pôle TES et le sans-contact

PERFORMANCE

ROC curve [Receiver Operating Characteristics]

Global performance of a biometric authentication system.

 Relation between the FAR and the FRR for different decision threshold values, as abscissa and

ordinate, respectively,

 Compact representation of the performance of a biometric system,

 Objective comparison of different biometric systems (even from different biometric modalities).
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Le pôle TES et le sans-contact

PERFORMANCE

UID example:

Source: Raj Mashruwala, "Scenario Testing of Mobile Fingerprint Verification System", NIST International Biometric Performance 

Conference 2012.
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Le pôle TES et le sans-contact

PERFORMANCE

Example UID program in India:

Source: Raj Mashruwala, "Scenario Testing of Mobile Fingerprint Verification System", NIST International Biometric

Performance Conference 2012.
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Le pôle TES et le sans-contact

PERFORMANCE

• Users who are particularly

difficult to recognize

Goats

• Users who can easily imitate

others

Wolves

• Users who are easy to 

imitate

Lambs

• Users who can easily be

recognized

Sheep

Doddington zoo: different performance for each user when using a biometric system

Illustration on keystroke dynamics
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USABILITY

Interaction with humans:

 Ease of use,

 User satisfaction,

 Monitoring sensor 

manipulation.
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SECURITY

A biometric system can he hacked !

[N. K. Ratha, J. H. Connell, and R. M. Bolle. Enhancing security and privacy in biometrics-based authentication systems. IBM Systems Journal, p. 614-

634, 2001.
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PRESENTATION ATTACK

Definitions:

 Presentation attack

Presentation to the biometric capture subsystem with the goal of interfering

with the operation of the biometric system

 Presentation Attack Detection (PAD)

Automated determination of a presentation attack

 Impostor

Subversive biometric capture subject who attempts to being matched to

someone else's biometric reference

 Identity concealer

Subversive biometric capture subject who attempts to avoid being matched

to their own biometric reference

James Bond movie 

Diamonds are forever (1971)
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PRESENTATION ATTACK

Presentation attack instrument (PAI)
Biometric characteristic or object used in a presentation attack
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Le pôle TES et le sans-contact

PRESENTATION ATTACK

Human PAI: makeup, latex mask, 3D spoof…

3D spoof (FaceId attack)

Makeup spoof
Lifeless spoofLatex spoof
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Le pôle TES et le sans-contact

PRESENTATION ATTACK

Artificial PAI: 3D reconstruction, deepfake…

Generative adversarial networks (GAN)

Cao, K., & Jain, A. (2018, February). Fingerprint synthesis: Evaluating fingerprint search at scale. In 2018 International Conference on Biometrics 

(ICB) (pp. 31-38). IEEE.
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Le pôle TES et le sans-contact

PRESENTATION ATTACK

Artificial PAI: backdoors

Bob Recognized as Kevin

Optimized perturbation (visible in this example) AI a key component of 
biometric sytems:

 Black box systems

 Source code = a (very) 
large list of coefficients

 Very difficult to identify
non expected behaviors
(backdoors).
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Le pôle TES et le sans-contact

FAIRNESS

Biases: systematic deviations that can lead to unequal performance across different user groups

One metric: Fairness Discrepancy Rate (FDR)

FDR () = 𝟏 − (𝜶 × 𝑨  + (𝟏 − 𝜶) × B())

𝐴  = max(|𝐹𝑀𝑅𝑑𝑖 () - 𝐹𝑀𝑅𝑑𝑗 ()|) 

B  = max(|𝐹𝑁𝑀𝑅𝑑𝑖 () - 𝐹𝑁𝑀𝑅𝑑𝑗 ()|) 
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A character providing some information on 

an individual but lacking of uniqueness and 

permanence to differentiate enough two 

individuals” 

Jain et al. 2004

SOFT BIOMETRICS



43C. Rosenberger Biometrics lecture

SOFT BIOMETRICS

Extracting soft biometric traits: machine learning

Learning 

database
X1=(12.3 3 153 -3.2), Y1=Male

{(Xi,Yi) i=1:N}
Learning method
SVM, neural network

Decision function f(X)

First step: Learning

X Learning method
SVM, neural network

Decision Y=f(X)

Second step: Recognition
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Idrus, S. Z. S., Cherrier, E., Rosenberger, C., & Bours, P. (2014). Soft biometrics for keystroke dynamics: Profiling individuals while typing 
passwords. Computers & Security, 45, 147-155.

Gender (best 78%) Handedness (best 93%)

Age decade (best 53%)

SOFT BIOMETRICS

Profiling users with keystroke dynamics:

Gender/Handedness/Age decade estimation
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Trait = score + (Trait_confidence)

Reward = score x (1 - Soft_Similarity)

Trait_confidence: difference between the real trait and the prediction

Soft_Similarity: percentage of similar biometric traits between the sample and the reference template

X1=(12.3 3 153 -3.2) 

Biometric data
Authentication

score
Score

X1‘=Male

A priori information
Soft biometric

method
Trait_confidence

Soft_Similarity

SOFT BIOMETRICS

Application: performance improvement

Combining decision functions considering the biometric data and the soft biometric information
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SOFT BIOMETRICS

Application: performance improvement on keystroke dynamics

Syed Zulkarnain Syed Idrus, Estelle Cherrier, Christophe Rosenberger, Soumik Mondal and Patrick Bours (2014), “Keystroke 
Dynamics Performance Enhancement With Soft Biometrics”. The IEEE International Conference on Identity, Security and 
Behavior Analysis (ISBA 2015) Hong Kong.

biometric system 
(Trait_confidence)

Classical 
biometric system

biometric system 
(Soft_similarity)

 EER value nearly divided

by 2

 Processing of the same

biometric data

 Taking into account a

priori information
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He, Zhenliang, et al. "Attgan: Facial attribute editing by only changing what you want." IEEE Transactions on Image 

Processing 28.11 (2019): 5464-5478.

Limitations:

 Generative AI can

artificially modify soft

biometric information

 Example of AttGan

SOFT BIOMETRICS
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He, Zhenliang, et al. "Attgan: Facial attribute editing by only changing what you want." IEEE Transactions on Image 

Processing 28.11 (2019): 5464-5478.

Remove beard Gender swap Hair color swap

To Bushy Eyebrows + Mouth Close Add Eyeglasses Hairdressing change

SOFT BIOMETRICS
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SOFT BIOMETRICS
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“Biometric template aging is defined as an 

increase in recognition error rate with 

increased time since enrollment” 

Fendker et al. 2013

TEMPLATE AGING
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TEMPLATE AGING

FRAN (face re-aging network) is a neural network that’s been trained using thousands of images of synthetic human faces, 
projecting how an actor’s face could look on camera at different stages of life. (source Disney)
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Pisani, P. H., Mhenni, A., Giot, R., Cherrier, E., Poh, N., Ferreira de Carvalho, A. C. P. D. L., ... & Amara, N. E. B. (2019). Adaptive 

biometric systems: Review and perspectives. ACM Computing Surveys (CSUR), 52(5), 1-38.

TEMPLATE AGING

Many mechanisms for adaption
strategy of biometric systems:

To be combined

Natual evolution of biometric
templates:

 User aging (face…)

 Behaviors evolution
(signature dynamics…),

 Data alterations (scratchs
on a fingerprint…)
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Enrolment

Growing window: adding the new sample to the gallery

Sliding window: replacing the oldest sample in the gallery

TEMPLATE AGING

Adaption mechanism: sliding and growing

Update the reference template:

 Generally composed of a
gallery,

 Evolution of the gallery
when using the biometric
system,

Matching score calculated
from each sample in the
gallery.
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FNMR over time comparing non-adaptive and adaptive biometric systems (CMU dataset – keystroke dynamics). Self-Detector 

represents non-adaptive biometric systems. The versions on the right (Growing, Sliding) represent the adaptation strategies.

TEMPLATE AGING

Adaption mechanism: performance evaluation on keystroke dynamics

Poisoning effect (adding the template of an imposter in the reference template)
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Poisoning attack: corrupting user’s face

template during update

Lovisotto, G., Eberz, S., & Martinovic, I. (2020, September). Biometric 

backdoors: A poisoning attack against unsupervised template 

updating. In 2020 IEEE European Symposium on Security and Privacy 

(EuroS&P) (pp. 184-197). 

TEMPLATE AGING
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PRIVACY PROTECTION

Can we consider privacy constraints for user 

biometric authentication?
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Privacy protection:

 Personal data

 Difficult to revoke a biometric data

 Can be captured without any consent

 (Classical) encryption is not sufficient

PRIVACY PROTECTION
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PRIVACY PROTECTION

Biometric template protection:

Privacy Enhancing Technology (PET)

Taxonomy of existing approaches

 Hardware solutions

 Software template protection



59C. Rosenberger Biometrics lecture

PRIVACY PROTECTION

Hardware protection:

 Storage of the reference template

 Capture/match on card
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Feature

extraction

Secret

(seed, 

password…)

Biometric 

data

BioCode

Transformation

Expected properties:

 Verifiability: it is possible to 

authenticate an user given a BioCode

 Revocability: it is possible to renew the 

BioCode in case of attack

 Non invertibility or irreversability: 

impossible to recover the raw biometric 

data given the BioCode and the Secret

 Undistinguishability: impossible to 

distinguish impostor BioCodes from 

legitimate ones with different Secrets

 Unlikability: no information leakage

from different legitimate Biocodes

Cancelable biometrics:

PRIVACY PROTECTION
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Projection
matrix

Biometric
data

T
1

T
n

𝑃1,1 … 𝑃1,𝑚
⋮

𝑃𝑛,1 … 𝑃𝑛,𝑚
Random

Seed
(secret)

Gram-Schmidt orthogonalization

𝑉1,1 … 𝑉1,𝑚
⋮ ⋮

𝑉𝑛,1 … 𝑉𝑛,𝑚
Feature

computation

x

Quantization

𝐵1…𝐵𝑚 , 𝐵𝑖 ∈ 0,1

𝑥1…𝑥𝑚

𝒏 ≫ 𝒎

PRIVACY PROTECTION

BioHashing algorithm:

Jin, Andrew Teoh Beng, David Ngo Chek Ling, and Alwyn Goh. "Biohashing: two factor authentication featuring fingerprint data and tokenised
random number." Pattern recognition 37.11 (2004): 2245-2255.
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R. Belguechi, E. Cherrier, C. Rosenberger, S. Ait-Aoudia, "Operational Bio-Hash to Preserve Privacy of Fingerprint Minutiae

Templates", IET journal on Biometrics, 2013

Demo

PRIVACY PROTECTION
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Cryptographic protocols: an example (avoiding the replay attack)

PRIVACY PROTECTION

P. Lacharme et C. Rosenberger, "Synchronous One Time Biometrics With Pattern Based Authentication", International Conference on 
Availability, Reliability and Security (ARES), 2016.

Secret
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OPEN QUESTIONS

Which are the hot topics (for me)?
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New sensors: more rich information

 rPPG (Photoplethysmography): blood pulse flow by 

modeling the skin color variations caused by the heartbeat

Liu, SQ., Lan, X., Yuen, P.C. (2018). Remote 

Photoplethysmography Correspondence Feature for 3D Mask 

Face Presentation Attack Detection. In: Ferrari, V., Hebert, M., 

Sminchisescu, ECCV 2018, vol 11220. Springer

OPEN QUESTIONS

 Optical coherence tomography (OCT): obtain  finger 

subcutaneous  tissue  information (very useful for PAD detection)

Sun, H., Zhang, Y., Chen, P., Wang, H., & Liang, R. (2023). Internal 

structure attention network for fingerprint presentation attack 

detection from Optical Coherence Tomography. IEEE Transactions 

on Biometrics, Behavior, and Identity Science.
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XAI for biometrics:

AI a key component of biometric systems

 How to explain or increase the confidence of a decision?

 Providing feedbacks (biases, improvements…) 

OPEN QUESTIONS

Neto, P. C., Gonçalves, T., Pinto, J. R., Silva, W., Sequeira, 

A. F., Ross, A., & Cardoso, J. S. (2022). Explainable 

biometrics in the age of deep learning. arXiv preprint 

arXiv:2208.09500.
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PET in biometrics:

 Feature generation more efficient with AI

 These methods are reversible (possible to recover the input 
image given the feature).

 Recent approaches propose privacy compliant features

Which performance?

Which privacy properties (irreversibility, unlinkability)?

OPEN QUESTIONS

Hahn, V. K. and Marcel, S. (2021). Biometric template protection for neural-
network-based face recognition systems: A survey of methods and evaluation 
techniques. arXiv preprint arXiv:2110.05044
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AI security and impacts on biometrics:

 How to detect backdoors?

 How to detect generated content?

 How to detect adversarial attacks?

OPEN QUESTIONS
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CONTACT

GREYC research lab - UMR CNRS 6072

Directeur du laboratoire

C. Rosenberger

Christophe ROSENBERGER

Christophe.rosenberger@ensicaen.fr


