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Research in Digital Sciences
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STAFF

200 Members
B 7 full time CNRS researchers
B 29 full professors
47 associate professors (14 HDR)
68 PhD students (17 with a company)
19 permanent administrative and technical
16 post-doc and research engineers
12 associate members
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Annual budget: 2000 K€ (without permanent salary)

https://www.greyc.fr/
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nics and Computer Science Laboratory

RESEARCH ACTIVITIES

Topics: fundamental, methodological and applied research on issues related to digital sciences

Algorithms
and Artificial
Intelligence
le;?red electrical signal
| Sensors and . . -
Instruments Data science c

Creation of an
electrical current

= . in the axon bundles
Electrical current in

the axon bundles
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Electronics and Computer Science Laboratory

RESEARCH GROUPS

. Algorithms, Computational Models, Combinatorial, Complexity,

. Constraints, Ontologies, Data, Annotations, Graphs

: Models, Agents and Decisions

. Image processing and understanding
. Electronics

: Security, Architectures, Forensics, biomEtrics

C. Rosenberger BiomefFibselecture
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SAFE RESEARCH GROUP

Research in

Biometrics: definition/evaluation of biometric
systems, biometric data protection

Security architectures: Network security (SDN,
5G, 6G), applied cryptography, randomness and
information protection.

Digital Forensics: Automatic language
processing, forensic platform, privacy protection.

C. Rosenberger Biometrics lecture
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Unsupervised and Semi-Supervised Learning
" Series Editor: M. Emire Celebi

Christophe ROSENBERGER
O Full professor in Computer Science at ENSICAEN

Richard Jiang - Chang-Tsun Li
Danny Crookes - Weizhi Meng
Christophe Rosenberger Editors

Deep
Biometrics

O Cybersecurity researcher at the GREYC research lab (director)

v Biometrics (since 2005)
v Digital forensics (since 2021)

O Chairman of the evaluation and monitoring panel for the Italian Cybersecurity
research strategy
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https://rosenberger.ensicaen.fr/
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CYBERSECURITY

Biometrics
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PLAN

O Introduction

O Evaluation of biometric systems

O Soft biometrics
4 Template aging
O Privacy protection

O Open questions

C. Rosenberger Biometrics lecture
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INTRODUCTION

BIOMETRICS

Automatic (dentification of an individual or
verification of its identity by using
or
characteristics

ECOLE PUBLIQUE D'INGENIEURS
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INTRODUCTION

Biometric modalities

U Biological analysis:
EEG signal, DNA...

O Behavioural analysis:
Keystroke dynamics, voice, gait, signature dynamics...

O Morphological analysis:
Fingerprint, iris, palmprint, finger veins, face, ear...

C. Rosenberger Biometrics lecture
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INTRODUCTION

/

© Yahoo Labs i
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INTRODUCTION

Definitions:

O Biometric sample: analog or digital representation of biometric characteristics prior to
biometric feature extraction

O Biometric reference: one or more stored biometric samples, biometric templates or
biometric models attributed to a biometric data subject and used as the object of biometric
comparison

Biometric reference
T ={mq,.. m,}

With m; = (xi,yl-, a;, TL)
(x;, y;): minutiae location

a;: minutiae orientation
T;: minutiae type

Biometric sample Minutiae

C. Rosenberger Biometrics lecture



Electronics and Computer Science Laboratory

INTRODUCTION

Enrollment: act of creating and storing a biometric reference data record

Verification: process of confirming a biometric claim through biometric comparison

Identification: process of searching against a biometric enrolment database to find and return
the biometric reference identifier(s) attributable to a single individual

C. Rosenberger Biometrics lecture



INTRODUCTION

How do decide if the claimed identity is correct ?

Suppose SCORE is a similarity matcher

IF SCORE (REFERENCE, SAMPLE ) > THRESHOLD 0
ACCEPT

ELSE
REJECT

THRESHOLD 6 value is set according to the application

C. Rosenberger Biometrics lecture
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Data Data Matching Decision
Capture Storage
Enrolment Matchin
Identi;’ Database Te,,,al,,,ahte S S imilarity
Claim A . Score(s)
5 Signal Components of a
. . - ° °
Presentation Templateq PI’OCQSS“‘IQ Match? Candidate? biometric system:
®
i _"Tcerr::tlizt: e V . O Data capture,
jometric Non-match)| Threshold | List L Signal processing,
Characteristics O Data stora ge,
Quality Control Verified? |dentified? 4 Matching,
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Sensor Feature Extraction o ecision.
Segmentation Criterla

» Sample
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Electronics and Computer Science Laboratory

INTRODUCTION

( a5l Keystroke - Test mode : nothing is saved = | B i
File  View Execution Mode Parameters  About
Password :
Keystroke data
The password is : - greye laboratory Time between two keys pressure Time between two keys release
3,0 T T 30
Username : User 1:id : 1 28 25
g 20 g
) S 20
g1 g
Demo:
a 1.3 ] a
05 0]
Keystroke dynamics S S N
0 2 4 [ ] 10 12 14 16 0 2 4 [ ] 10 12 14 16
Sytems Character Character
Time between one release and one pressure Time between one pressure and one release
1.5 40
(windows software that
1.0 351
can be downloaded on _ _
g 05 g a0 ]
my webpage) i 1)
5 0.0 V \{ 5 25
GREYC ;‘r‘ a5+ \/ 20
-1.0 u t t t t t u 1.5 t
0 2 4 § ] 10 12 14 16 ] 2 4 § g 10 12 14 16
Character Che
User: User 1 |Working mode: Test |Enroll OK: _ |EnrollNOK | Password : greyc Iab{}ratory | Keyboard nb: 1

Biometrics lecture

R. Giot, M. El-Abed, B. Hemery, C. Rosenberger, "Unconstrained Keystroke Dynamics Authentication with Shared Secret"
Computers & Security (IF 0.868), Volume 30, Issues 6-7, Pages 427-445, September-October 2011.

C. Rosenberger
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INTRODUCTION

Definition of biometric systems

Sensor definition
Feature generation
Soft biometrics
Template update
Multi-biometrics
Mobile biometrics
XAl for biometrics
Indexing

VVVVVVYVYYVYY
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Evaluation of biometric systems

Performance
Presentation attack
Fairness

Usability

Biometric data quality
Synthetic data generation

Privacy protection
» Hardware
» Software
v Encryption
v" Transformation
v Protocol
v Architecture
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: (N S EVALUATION OF BIOMETRIC SYSTEMS
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How accurate is a
How to set the decision threshold
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Electronics and Computer Science Laboratory

PERFORMANCE

Evaluation:
Collection of ‘ |
biometric data S001-03-t10 01 S001-04-t10 01 S001-05-t10 01 S001-06-t10 01 S001-07-t10 01 S001-08-t10_01

. m
'll s

S001-08-t10_02 S001-08-t10_03 S001-09-t10_01 S002-01-t10_01 S004-01-t10_01 S005-01-t10_01 S006-01-t10_01

Samples of 13 S006-02-t10.01  S006-03-t10.01  S007-01-t10.01  S008-01-t10.01  S008-02-t10.01  S008-03-t10.01  SO08-04-t10.01  S008-05-t10_01

individuals
0 '
1 -

Biometric
database: MEDS

S008-06-t10_01 S008-07-t10_01 S009-01-t10_01 S010-01-t10_01 S011-01-t10_01 S012-01-t10_01 S013-01-t10_01 S013-02-t10_01

https://www.nist.gov/itl/iad/image-group/special-database-32-multiple-encounter-dataset-meds

C. Rosenberger Biometrics lecture
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Electronics and Computer Science Laboratory

Acquisition metrics (sensor evaluation)

O Failure To Acquire Rate
v  FTAR
v" Problem during capture
v' Physical incapacity

v' Sensor does not work

O Failure To Enroll Rate
v FTER
v Insufficient biometric quality
v User does not want to enroll himself

C. Rosenberger Biometrics lecture
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Evaluation: example of a typical biometric system using a deep neural network

4 N

Cross-validated
Logistic Regression
(or other similarity

measure)

l:)Iiberal = 38%

/

Detect face (Face++) Crop and resize Extract 2,048 face Compare with liberal
(224 x 224 pixels) descriptors (VGGFace2) and conservative faces

Kosinski, M. Facial recognition technology can expose political orientation from naturalistic facial images. Sci Rep 11, 100 (2021).
https://doi.org/10.1038/s41598-020-79310-1

C. Rosenberger Biometrics lecture
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32 GREYC

Electronics and Computer Science Laboratory

Reference
template

Test
samples

Evaluation:

S001-02-t10_01 S001-03-t10_01 S001-04-t10_01

S001-05-t10_01 S001-06-t10_01 S001-07-t10_01 S001-08-t10 1

S001-08-t10 02 S001-08-t10 03 S001-09-t10 01 S002-01-t10_01
_ i A—

Q Selection of the S006-02-t10.01  S006-03-t10.01  S007-01-t10.01  S008-01-t10.01

reference template
O Use other samples
for testing

:

S008-06-t10_01 S008-07-t10_01 S009-01-t10_01 S010-01-t10_01

C. Rosenberger
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S003-01-t10_01 S004-01-t10_01 S005-01-t10_01 S006-01-t10_01

S008-02-t10_01 S008-03-t10_01 S008-04-t10_01 S008-05-t10_01

S011-01-t10_01 S012-01-t10_01 S013-01-t10_01 S013-02-t10_01



Electronics and Computer Science Laboratory

PERFORMANCE

Distribution of legitimate and impostor scores

1.  Computation of scores
2. Plotting the frequency of each value

I»reference Legitimate scores: comparison
between a sample and the
reference of the same user

Impostor scores. comparison
Samples used between a sample and the
for testing reference of a different user

C. Rosenberger Biometrics lecture
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PERFORMANCE

Distribution of legitimate and impostor scores

Low threshold : no problem for
legitimate users but impostors

Distribution might be authenticated

A

High threshold: no

impostor but legitimate
Threshold will be disturbed

imp+stors | legitimatel
| e . s .
false | False Score
rejected | accepted

C. Rosenberger Biometrics lecture
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Authentication metrics (algorithm)

Errors depending of the threshold value 6

 False Match Rate
v FMR(6)
v' Ratio of accepted impostors

O False Non Match Rate
v FNMR(6)
v' Ratio of rejected legitimate users

C. Rosenberger Biometrics lecture
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C. Rosenberger

Electronics and Computer Science Laboratory

Authentication metrics (system)
Errors depending of the threshold value 6

O False Acceptation Rate (FAR)
v FAR(O) = (1 — FTAR).FMR(0)

O False Rejection Rate (FRR)
v FRR(0) = (1 — FTAR).FNMR(0) + FTAR

Biometrics lecture
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Electronics and Computer Science Laboratory

lllustration of metric values: impact of the threshold value 6

FMR = FNMR = EER

Distribution
s FNMR/FRR = 0%
|

FMR/FAR = 0%

[
!
|
|

I
Imp+stors

legitimate

C. Rosenberger Biometrics lecture
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Electronics and Computer Science Laboratory

Relationship between FAR, FRR, EER and threshold 0

FAR FRR Performance points

O EER: Equal Error Rate
Setting threshold 6 to have

FRR(0)=FAR(0)=EER

J FRR @FAR: FRR value when
_EER FAR is set

Threshold 0

C. Rosenberger Biometrics lecture
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PERFORMANCE

ROC curve [Receiver Operating Characteristics]

Global performance of a biometric authentication system.
[ Relation between the FAR and the FRR for different decision threshold values, as abscissa and

ordinate, respectively,
O Compact representation of the performance of a biometric system,
O Objective comparison of different biometric systems (even from different biometric modalities).

Face Face(2) FP-chip =se=FP-chip(2) FP-optical =&*=Hand ¢ Iris =f%=\Vein =iF=Yoice

1
100%

High security
Zone 10%

FRR

False Reject Rate

Compromise
Zone 1%

\«—— EER

Low security
zone

0.1%
0 1 0.0001% 0.001%
False Accept Rate

FAR

C. Rosenberger Biometrics lecture
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UID example:

« Enrollment (multi-modal biometric)
— 36,000 enrollment stations, 87K certified operators
— 11 models of certified devices '
— 200 Million enrolled
— 400 Million planned for FY ‘13
— 1M/day enroliment rate

« Biometric Verification
— 8 PoC
— Two pilot programs underway

Source: Raj Mashruwala, "Scenario Testing of Mobile Fingerprint Verification System", NIST International Biometric Performance
Conference 2012.

C. Rosenberger Biometrics lecture



PERFORMANCE

Example UID program in India:

20
18
16
14
12
10

o N B 0

17.29

SGL FNGR R INDX

FRR @ FAR 10"-4
On one scanner

13.3

FRR

1.98

SGLFNGR R TH SNGL BF 1 ATMPT

Tk,

|f! L\

2 GREYC

Electronics and Computer Science Laborator

Source: Raj Mashruwala, "Scenario Testing of Mobile Fingerprint Verification System”, NIST Infernational Biometric

Performance Conference 2012.

C. Rosenberger
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Doddington zoo: different performance for each user when using a biometric system

° : ° . ° .
Users who can easily be Users who are particularly Users who are easy to Users who can easily imitate

recognized difficult to recognize imitate others
N
i\

\ ¥

-
‘ llustration on keystroke dynamics

C. Rosenberger Biometrics lecture




USABILITY

Interaction with humans:
 Ease of use,

O User satisfaction,

O Monitoring sensor
manipulation.

C. Rosenberger

ENSICAEN

Biometrics lecture
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Electronics and Computer Science Laboratory

Part C. Perception of the
tested system

Qg. Have you ever tried this biometric
modality (before our study)?

(] yes (] no

(9. were you disturbed while using this
system?

[ not at all disturbed [ not disturbed
(] disturbed [J quite disturbed [J I do
not know

Q0. does this technology threats your
privacy?

[ not at all intrusive [J not intrusive
L] intrusive LI quite intrusive L] [ do
not know

Q). is it easy to use this system?

(] not at all easy [J not easy [] easy
L] quite easy [J I do not know

Q12. Do you find the verification fast?

L] not at all fast [J not fast [ fast [
quite fast [J I do not know

Q3. Is the answer of the biometric
system is correct?

L1 never [ rarely [J sometimes []
always OJ I do not know

Q14. In your opinion, is the system used
can be easily attacked?

L] strongly disagree [J disagree [J
agree [ strongly agree (] I do not
know

Q5. Are you ready to use this biometric
system in the future?

L] strongly disagree [ disagree [
agree [ strongly agree [J T do not
know

Q6. If you are ready to use this system
in the future, would you like to use
it for physical (eg. access a building)
or logical (eg. log on to a computer)
access?

[ physical [J logical

Q7. do you trust this system?

[J no at all [J not really [J rather [
yes U I do not know

(3. What is your general appreciation
of this system?

[J not at all satisfied [J not satisfied
O satisfied [J quite satisfied O I do

not know



SECURITY 2% GREYC

HOME » FEATURED ARTICLES » Hackers Have Stolen Almost Six Million US Government..

) ) Hackers Have Stolen Almost Six
A biometric system can he hacked ! Million US Government

Fingerprints

m GRAHAM CLULEY
ane) ;

Bz aP NN T SECURITYAND DATA PROTECTION

7. Template
modification

Template
database

2. Replay old 6. Data
 —r .
data interception

4. Data alteration

) 4
Feature Matcher
extractor

Sensor Decision

SR i N [+ I

The Office of Personnel Management (OPM) has revealed in a statement that when hackers
breached its systems earlier this year they made away with approximately 5.6 million
! N fingerprints — a significant increase from the 1.1 million previously reported

H H As is now well known, in addition to fingerprint data being stolen the Social Security
8 " OUE rr Id e ﬂ n a | numbers, addresses, employment history, and financial records of some 21.5 million current

l. Fa ke biDmEtriC 3 ) Override 5 ! Overrlde d _ and former US government employees was also stolen
fE ature extractor matc h er ecision The good news is that they believe the opportunities for criminals to exploit the fingerprint

data is currently limited

But the bad news is that chances are that won't continue to be the case

[N. K. Ratha, J. H. Connell, and R. M. Bolle. Enhancing security and privacy in biometrics-based authentication systems. IBM Systems Journal, p. 614-
634, 2001.

C. Rosenberger Biometrics lecture
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PRESENTATION ATTACK

Definitions:

O Presentation attack
Presentation to the biometric capture subsystem with the goal of interfering
with the operation of the biometric system

L Presentation Attack Detection (PAD)
Automated determination of a presentation attack

U Impostor
Subversive biometric capture subject who attempts to being matched to
someone else's biometric reference

O Identity concealer James Bond movie
Subversive biometric capture subject who attempts to avoid being matched Diamonds are forever (1971)

to their own biometric reference
007>

C. Rosenberger Biometrics lecture




PRESENTATION ATTACK

Electronics and Computer Science Laboratory

Presentation attack instrument (PAI)

Biometric characteristic or object used in a presentation attack

I Presentation attack instrument I

I

Artificial\ Human ‘ Other Natural |

| Complete\ | Partial \

| Lifeless |Altered| Non- | Coerced | [Conformantl
Conformant

C. Rosenberger Biometrics lecture



PRESENTATION ATTACK GREYC

Specially processed area

Human PAI: makeup, latex mask, 3D spoof...

2D images
Silicone nose

3D printed frame

Face disguise for organized crime (June 2012)

e http://www.dailymail.co.uk/news/article-2153346/Black-armed-robber-disguised-white-man-using-latex-mask.html

The man in the latex mask: BLACK serial
armed robber disguised himself as a WHITE

q& man to rob betting shops
— -

« Henley Stephenson wore the disguise during a 12-year campaign of hold-
ups at betting shops and other stores across London

« He was part of a three-man gang jailed for a total of 28 years
« CCTV footage showed him firing a semi-automatic pistol into the ceiling

7 -~ " during a raid on a betting shop
Al o \\ « The mask was bought from the same London shop which supplied masks
( \ ’ used in the £40m Graff Diamonds heist
S "" J By ROB PREECE and REBECCA CAMBER FOR THE DAILY MAIL
PUBLISHED: 17:22 GMT, 1 June 2012 | UPDATED: 16:21 GMT, 2 June 2012
Q Most masked robbers opt for a balaclava to hide their identity.
Agtf Not this one. Henley Stephenson, 41, eluded police for more than ten years thanks to an

extraordinarily lifelike latex mask, which turned him into a white skinhead.

Officers discovered that their man was in fact black when they finally caught up with Stephenson
after a string of armed raids dating back to 1999.

Latex spoof Lifeless spoof

Makeup spoof |

C. Rosenberger Biometrics lecture



h Electronics and Computer Science Laboratory

PRESENTATION ATTACK

Artificial PAI: 3D reconstruction, deepfake...

Front Photo & Side Photo
z P (optional)
4+

Loss
5 function
& See yourself in 3D Input: zZE R512"’P(Z)
Change race , Change age 'f-__':i : 1p Genc e . b o G/Gdec o
' 3 w a a g N Representation ] i
Change gender Beautified Caricature! Rea] ﬁngerprmt X p GeneratEd Synthetlc

: : : fingerprint X (output)
' @ @ Q Generative adversarial networks (GAN)

Cao, K., & Jain, A. (2018, February). Fingerprint synthesis: Evaluating fingerprint search at scale. In 2018 International Conference on Biometrics
(ICB) (pp. 31-38). IEEE.

C. Rosenberger Biometrics lecture
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PRESENTATION ATTACK

Artificial PAI: backdoors

Optimized perturbation (visible in this example)

Al a key component of
biometric sytems:

Deep neural network

O Black box systems

O Source code = a (very)
large list of coefficients

Very difficult to identify
non expected behaviors
(backdoors).

QOO0

Bob Recognized as Kevin

C. Rosenberger Biometrics lecture



FAIRNESS

Different Identification Accuracy Across leferent Groups
95% 93% 91% 78%

|@ IL..J IL.J |.

Feature Extraction

TR
@f 1
' ]
| ol
' Neural Networks-based | | |
- Advanced Features D
.l ' :
” ’ H ;
l’ l' - ' :
,’ " ) i
'

' l
‘ 1 Sunsucs-bam '
: Face detection ! ! Advanced Features |

Classmcatlon

Users With Different Demographics

C. Rosenberger

107 4 — mc_f
= T0C
 m—
1071 4
10—2_
10—3_
108 103 10~ 1073 102 10-! 10°

One metric: Fairness Discrepancy Rate (FDR)
1— (axA0)+ (1 — a)xB(9))

A(0) = max(|FMR% (0) - FMR¥ (0)|)
B(0) = max(|JFNMR? (0) - FNMR% (0)|)

FDR (6) =

Biometrics lecture
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SOFT BIOMETRICS

A character providing some information on
an individual but lacking of uniqueness and
permanence to differentiate enough two
individuals”

Jain et al. 2004

E o

C. Rosenberger Biometrics lecture
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SOFT BIOMETRICS i GREYC

Extracting soft biometric traits: machine learning

ATy

Learning
X,=(12.3 3 153 -3.2), Y,=Male
- = LA database =( ) ¥
Gender, Ethnicity, Skin Color, Hair color
http:/ /anthro.palomar.edu/adapt/adapt_4.htm
© Corel Corporation, Ottawa, Canada w
Eye color
http:/ /ology.amnh.org/ genetics/longdefinition/index3.html - -
S A e B Wt Wiy, First step: Learning

{(X,Y) (=1:N} —> - mmm=) Decision function f(X)

Second step: Recognition

) " A X [ A
. r\‘» 7 ¥ 4 4 : J.
"N % o) Y -y / Y g . :
- -‘: . I N " N { 1 )
R R : ;
i . | X ) mmmm) Decision Y=f(X)
http:/ / www.altonweb.com/history/ wadlow/p2.htmi Weight
© Alton Museum of History and Art hitp:/ / www.laurel-and-hardy.com/

goodies/homat. htm| © CCA

C. Rosenberger Biometrics lecture
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SOFT BIOMETRICS

Profiling users with keystroke dynamics:

Gender/Handedness/Age decade estimation

t-SNE

th.
o
v S Distributions
g © . /
Data Table <Q 8 4 0
! Gender (best 78% Handed best 93%
=B 2
= -t 21 poc Analyss endaer ( es 0 anaedness (bes 0
% & % g
CSV File Import m Discretize &
. blictions — Date
X [ & L ]
= a /)] -
Select Columns N o
B
1 ;’ Test and Score §  Predictions
= ~ 5 \ \\Running 8
2 \\\ 59 z
[ Q. %
SvM she s % ¢ e vem
G 3, %[me 3
2 i
& j?“ ° A\ P i s
\s',v@ Random Forés g. %% Confusion Matrix
7 & - >
& 2
e'.§ ey > &5 Netral Network ‘ .I.'
v < Re
A \_eaﬁ\a‘ , Learners
Learne’
kNN .

Learner — Learners

= Age decade (best 53%)

Stacking
AdaBoost

Idrus, S. Z. S., Cherrier, E., Rosenberger, C., & Bours, P. (2014). Soft biometrics for keystroke dynamics: Profiling individuals while typing

passwords. Computers & Security, 45, 147-155.
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Electronics and Computer Science Laboratory

Application: performance improvement

Combining decision functions considering the biometric data and the soft biometric information

— [

X;'=Male — Soft biometric — Trait_confidence
A priori information method Soft_Similarity

X,=(12.3 3 153 -3.2)
Biometric data

29

Trait_confidence: difference between the real trait and the prediction
Soft_Similarity: percentage of similar biometric traits between the sample and the reference template

C. Rosenberger Biometrics lecture

Trait = score + (Trait_confidence)
Reward = score x (1 - Soft_Similarity)
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SOFT BIOMETRICS

Application: performance improvement on keystroke dynamics

Classical biometric system biometric system
biometric system (Trait_confidence) (Soft_similarity)

~— = A \fj\
Password Baseline Gender Age Handedness All soft biometric traits Reward D EER Value nea rly dIVIded
Password 1 21.45% || 18.21% | 21.67% 19.64% 19.05% 10.27% by 2
Password 2 18.38% 17.14% 17.14% 16.67% 18.45% 7.45% 0 . £ th
Password 3 19.26% 19.64% | 16.19% 19.05% 19.05% 9.59% Erg;es tsrlitgd a(,z - the same
Password 4 19.84% || 14.29% | 19.52% 18.45% 17.86% 7.34%
Password 5 15.56% || 13.93% | 14.76% | 13.10% 14.88% 14.09% 4 Taking into account a

Fusion of 5 passwords || 10.63% 10.36% | 10.71% 12.50% 8.33% 5.41% priori information

Syed Zulkarnain Syed Idrus, Estelle Cherrier, Christophe Rosenberger, Soumik Mondal and Patrick Bours (2014), “Keystroke
Dynamics Performance Enhancement With Soft Biometrics”. The IEEE International Conference on Identity, Security and
Behavior Analysis (ISBA 2015) Hong Kong.
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SOFT BIOMETRICS

TI’CZ ll’l Attribute Classification Constraint

Limitations:

[ Generative I\ can ﬂ

—real / fake

Adversarial Loss

artificially  modify  soft X@
biometric information {
a Original Attributes
D Examp|e Of AttGan e o B e
Test

b = [O,l,...,l,...] Mustache

He, Zhenliang, et al. "Attgan: Facial attribute editing by only changing what you want." IEEE Transactions on Image
Processing 28.11 (2019): 5464-5478.
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SOFT BIOMETRICS

To Bushy Eyebrows + Mouth Close Add Eyeglasses Hairdressing change

He, Zhenliang, et al. "Attgan: Facial attribute editing by only changing what you want." IEEE Transactions on Image
Processing 28.11 (2019): 5464-5478.
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VIVEZ voTRrE
EXPERIENCE

BIOMETRIQUE !

tons aujourdhul
vos réves de-demain

-
Analysez
- "W\“ vos empreintes
k]

digitales

Expérimentez Q Q

la reconnaissance B
faciale

Découvrez
h a la sécurité
=
D biométrique
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TEMPLATE AGING
"( “Biometric template aging is defined as an
¢ increase in recognition error rate with

Increased time since enrollment”

Fendker et al. 2013

ECOLE PUBLIQUE D'INGENIEURS
EEEEEEEEEEEEEEEEE
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TEMPLATE AGING

FRAN (face re-aging network) is a neural network that’s been trained using thousands of images of synthetic human faces,
projecting how an actor’s face could look on camera at different stages of life. (source Disney)

C. Rosenberger Biometrics lecture
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TEMPLATE AGING

Condition- Prﬂ.f'd'rction
Natual evolution of biometric Quality || Sensitive deviation | |ofenioution
templates: Adaptive | L—ndex__ o t o L_errors Score
D . thresholds _‘—' — ndaptation_ I '_' normalization
User aging (face...) ~wreva N —  criterion | — L o[ Mixea |
threshold [ R S ' criteria
. . U f
O Behaviors evolution Oracle Query Enhanced | | detectors/
(sighature dynamics...), AceP i) update | | samples
Online Supervised
(] Data alterations (scratchs e Adaptation Adaptation Adaptation !
on a fingerprint...) 1 periodicity | strategy mode |}
. - Semi-
Offline supervised
Many mechanisms for adaption [ Additive [ l | Set of references
strategy of biometric systems: — Adaptation Reference |
| Combined “—— mechanism modeling j" Gallery

 Selective | l .
" |Replacement

To be combined

| Single reference

Pisani, P. H., Mhenni, A, Giot, R,, Cherrier, E., Poh, N., Ferreira de Carvalho, A. C. P. D. L., ... & Amara, N. E. B. (2019). Adaptive
biometric systems: Review and perspectives. ACM Computing Surveys (CSUR), 52(5), 1-38.

C. Rosenberger
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TEMPLATE AGING

Adaption mechanism: sliding and growing

Update the reference template:

U Generally composed of a
gallery,

O Evolution of the gallery
when using the biometric
system,

1 Matching score calculated
from each sample in the
gallery.
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TEMPLATE AGING

Adaption mechanism: performance evaluation on keystroke dynamics

Self-Detector Self-Detector (Sliding) Self-Detector (Growing)
1.00-
0.75-
id
=
£ 0.50-
0.00-

FNMR over time comparing non-adaptive and adaptive biometric systems (CMU dataset — keystroke dynamics). Self-Detector
represents non-adaptive biometric systems. The versions on the right (Growing, Sliding) represent the adaptation strategies.

‘ Poisoning effect (adding the template of an imposter in the reference template)

C. Rosenberger Biometrics lecture
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\ 7
\/
Vv Y
A 20 Vi VV
\/ \v/\vvw
\/ WAYAVAAV oy,
V.V, N/ A\
vvvv'"\ v,v/ N7
\/

VVTV \)
% \7

Poisoning attack: corrupting user's face

template during update

feature j

v user sample
User Camera, Template Database P

e attacker sample

rr Enrolment '\ A poisoning sample
‘l. rr F feature i
Adversary

Recognition / Classifier

Update Q.
Adversary .tl

Victim's Known
Sample

FaceNet

ResNet—éO

Lovisotto, G., Eberz, S., & Martinovic, I. (2020, September). Biometric
backdoors: A poisoning attack against unsupervised template g i
updating. In 2020 IEEE European Symposium on Security and Privacy Oy

(EuroS&P) (pp. 184-197).
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Electronics and Computer Science Laboratory

Privacy protection:

[ Personal data
[ Difficult to revoke a biometric data

1 Can be captured without any consent TN , | - [

[ (Classical) encryption is not sufficient

Biometric Se:yity

C. Rosenberger Biometrics lecture
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PRIVACY PROTECTION
[ Biometric Template 1
Protection Techniques
.
. -

Template Protection Template Protection

Biometric template protection: Software Based 1 [ Hardware Based
Privacy Enhancing Technology (PET) [

L
| v
T f . t h p l l i /’- Smart card assisted
axonomy Ot exiIsting approacnes Template Image Feature Biometric hardware
O Ha rd ware so | Utl ons transformation Transformation Cryptography . ?USYEd platf;)rm
\ * Tamperproo

O Software template protection

l_vlv # i hardware

* Watermarking
= Steganography Key-Binding Key Generation
» Visual Cryptography Schemes Schemes

Y

f"

-
Cancelable
Biometric * Biometric Encryption
i *»  Fuzzy vault
* 1 * Fuzzy commitment
( Biometric Salting ] Non-Invertible
Transformations
¥ * Fuzzy extractor

®»  Quantization

* BioHashing * Bio-tokens s Secure sketch
* BioPhasing * Block permutations
* Robust Hashing * BioConvolving

* Surface folding
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Hardware protection:

O Storage of the reference template
O Capture/match on card

Fingerprint Fingerprint
acquisition acquisition
In-Card In-Card
template template
creation creation
Template stored in In-Card
templates

Secure Element 5
matching
or Secure Flash Match ra=*
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Cancelable biometrics:

Expected properties:

Q Verifiability: it is possible to
authenticate an user given a BioCode

Feature
extraction

0 Revocability: it is possible to renew the
BioCode in case of attack

Non invertibility or irreversability:
impossible to recover the raw biometric

Biometric . Secret data given the BioCode and the Secret
data Transformation (seed
password...) Undistinguishability: impossible to
distinguish impostor BioCodes from
v legitimate ones with different Secrets
“““ H I ‘ ”‘“ Unlikability: no information leakage
123456789012 from different legitimate Biocodes

BioCode

C. Rosenberger Biometrics lecture
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PRIVACY PROTECTION

~ = % \\
< 4 o \
w " [P1,1 P1m]
Random "o ' ~
[Pn,l Pn,m]

BioHashing algorithm: Seed \"/,
(secret) 7

Gram-Schmidt orthogonalization

Vl,l V]_,m
ToTl o

Vi1 - Vam
Feature o
computation Projection l Quantization

matrix
[B; ...B,],B; € {0,1}

123456

789012

Biometric n >> m 0

data

0123456789012

Jin, Andrew Teoh Beng, David Ngo Chek Ling, and Alwyn Goh. "Biohashing: two factor authentication featuring fingerprint data and tokenised

random number." Pattern recognition 37.11 (2004): 2245-2255.
Biometrics lecture
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PRIVACY PROTECTION

B " Greyc Biocode L‘:' = é,l

Database Fingerprint Capture Biocode

Users MNeormal Barcode l [ Short Barcode l Very Shart Earcode

Username
FDFSBEDE18513EFASRBSERADTCO44RERC

FDFS9EDG58513EFA3BOEG4DTCOCARERC

christophe

Username christophe

Secret  azerty Secret azerty

- "= GREYCE®

R. Belguechi, E. Cherrier, C. Rosenberger, S. Ait-Aoudia, "Operational Bio-Hash to Preserve Privacy of Fingerprint Minutiae
Templates"”, IET journal on Biometrics, 2013

C. Rosenberger Biometrics lecture




PRIVACY PROTECTION

Cryptographic protocols: an example (avoiding the replay attack)

32 GREYC

Electronics and Computer Science Laboratory

Client Side

Secret > BioHashing

W

Capture BioCode

W

BioHashing

<=— OTPgenerator

> BioHashing <

W

Dynamic Reference BioCode - :

Dynamic Capture BioCode -

Service Provider Side

Reference
BioCode

. Comparison
&
decision

Verification result

Hello John Smith, here is the result of the verification:

Reference biocode Chalienge

HMACMY RS- R
RSN UII

Capture biocode Challenge

Challenge reference biocode

Challenge capture biocode
Score: 91.30434782608695%

Transaction accepted

P. Lacharme et C. Rosenberger, "Synchronous One Time Biometrics With Pattern Based Authentication"”, International Conference on
Availability, Reliability and Security (ARES), 2016.
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OPEN QUESTIONS

Which are the hot topics (for me)?

ECOLE PUBLIQUE D'INGENIEURS
EEEEEEEEEEEEEEEEE
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New sensors: more rich information

rPPG Correspondence Foature |
. _ [CFrPPG) for 30 Mask Face PAD ﬂ

O rPPG (Photoplethysmography): blood pulse flow by
modeling the skin color variations caused by the heartbeat

Liu, SQ., Lan, X., Yuen, P.C. (2018). Remote

Photoplethysmography Correspondence Feature for 3D Mask e N =
Face Presentation Attack Detection. In: Ferrari, V., Hebert, M., 7 N crasions rene
Sminchisescu, ECCV 2018, vol 11220. Springer

O Optical coherence tomography (OCT): obtain finger
subcutaneous tissue information (very useful for PAD detection)

Sun, H., Zhang, Y., Chen, P., Wang, H., & Liang, R. (2023). Internal
structure attention network for fingerprint presentation attack
detection from Optical Coherence Tomography. IEEE Transactions
on Biometrics, Behavior, and Identity Science.
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v
X
XAl for biometrics: X2
. . X he ’ (x",x% ... x")» Ay,
Al a key component of biometric systems i’ et visu NN TION X
. . . . e MODEL LOCAL
O How to explain or increase the confidence of a decision? SIMPLIFICATION ° ® EXPLANATIONS
X )g : o)y
O Providing feedbacks (biases, improvements...) TEXT-BASED BLACK-BOX FEATURE
EXPLANATIONS MODEL RELEVANCE

EXAMPLE-BASED

“The output is y, because EXPLANATIONS
DEEPER feature x" > p”
il osanon s Rl eerrormance Here is x, which s
ALLTA very similar to x.and also X7 x? X7 ... x"
L J

X S0 y.-'

k" @
@
} BIOMETRIC ’ 0 -® } J / X INTERPRETABILITY

& EXPLAINABILITY
USER MIODELS DECISIONS Neto, P. C., Gongalves, T., Pinto, J. R., Silva, W., Sequeira,
o A. F., Ross, A., & Cardoso, J. S. (2022). Explainable
PR DECISION EXPLANATIONS BEHAVIORS CLEAR BECISION biometrics in the age of deep learning. arXiv preprint
arXiv:2208.09500.

EXPLANATIONS
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OPEN QUESTIONS

PET in biometrics:

O Feature generation more efficient with Al

O These methods are reversible (possible to recover the input

image given the feature).

O Recent approaches propose privacy compliant features
v Which performance?
v Which privacy properties (irreversibility, unlinkability)?

Hahn, V. K. and Marcel, S. (2021). Biometric template protection for neural-

network-based face recognition systems: A survey of methods and evaluation
techniques. arXiv preprint arXiv:2110.05044

C. Rosenberger
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Non-NN BTP methods

NN-learned BTP methods
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Adversarial

Perturbation Perturbed image

Original image

Al security and impacts on biometrics:

1 How to detect backdoors?

C
o
O How to detect generated content? 5
©
Q
: 3
O How to detect adversarial attacks? i
~ Detection
Results
Encoder-Decoder
Benign Sample g:ATN 3 i T Adversarial Sample -8-’ ---------------------------------
a Tadv = clipy ) (x + go(x)) = Face ,
Setup 1 : Verification — Setup 2 : Identification %ﬂﬁ ,‘u: E Dataset
. 3? L5 8 £
I — “EnGr e
6 LY (% ~ AlSystem
L Ra = (e.g., DeepFake)
Benign Face Adversarial Adversarial Face % g <

Recognition
Model

Probe Image Reﬁ’g{;’;ﬁb" Probe Image Probe Image

Database
Gallery

Ladv T adv

Robert Downey Jr.
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