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Evidence – Forensics – Investigation

• Investigation: the process of discovering Who? What? Where? 
When? Why? How?

• Evidence: objects and information which support the 
investigation

• Forensics: the application of scientific principles to evidence to 
test hypotheses or apply other scientific tests in the process of 
investigation
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What is Digital Investigation?

Criminal Commercial Defence

Critical 
infrastructure

Terrorism Supply chain etc State-owned 
infrastructure

Cyber Cybercrime Incident Response Information 
warfare

Physical Captured 
evidence

Telemetry / Black 
Box

Hybrid warfare
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What is a phone?
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What is a phone?
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Radio transceiver
• Cellular
• Wifi
• Bluetooth
• NFC
• GPS

Multiple cameras

Biometric sensors
• Fingerprint
• Face ID

Sensors
• Motion
• Touch
• Magnetic field
• Pressure
• Location

A powerful battery-
powered handheld 
computer

Versatile applications

Window to cloud services
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What is a phone?
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Communications device Social media platform

Casual hookup dating

Navigation

Credit card

Streamed video player

Games

Gambling

Search at your fingertips
Calculator

Photo and video library
Tracker

Health monitor

Banking Transport/Uber
Identity/Certification

Calendar

Remote control / IoT
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New European 
Standard
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Law Enforcement educational challenges for mobile forensics, Humphries, Nordvik, Manifavas, Cobley & Sorell, 
Digital Investigation (accepted 2020)
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Your digital aura
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ELEC ENG 7080
Module 1: Introduction
1G to 5G

Mobile Phone Forensics
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1G to 5G

1G – analogue cellular voice

2G – digital cellular voice

3G – integrated voice and data services

4G – high speed packet-centric data services

5G – fast, reliable and everywhere
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Before GSM
Country Systems Frequency Band Date of 

Launch
1991 
Subscribers

United Kingdom TACS 900MHz 1985 1,200,000
Scandinavia (Sweden, 
Norway, Finland, 
Denmark)

NMT 450MHz

900MHz

1981

1986

1,300,000

France Radiocom 2000
NMT

450, 900MHz
450MHz

1985
1989

300,000
90,000

Italy RTMS
TACS

450MHz
900MHz

1985
1990

60,000
560,000

Germany C-450 450MHz 1985 600,000
Switzerland NMT 900MHz 1987 180,000
Netherlands NMT 450MHz

900MHz
1985
1989

130,000

Austria NMT
TACS

450MHz
900MHz

1984
1990

60,000
60,000

Spain NMT
TACS

450MHz
900MHz

1982
1990

60,000
60,000

(c) 2024 Digital Forensic Sciences Australia Pty Ltd 14

14



6/27/24

8

4G – Long Term Evolution

• Optimised for packet switched services
• Low latency
• 10ms round trip time and 300ms access delay

• Peak rate requirements 
• 50Mbit/s (uplink) and 100Mbit/s (downlink)

• Compatibility with established security and mobility expectations
• Improve power efficiency over WCDMA
• Frequency allocation flexibility to match spectrum refarming
• Facilitate lower investment and operating costs than earlier systems
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5G – New Radio

IOT EXTREME MOBILE 
BROADBAND

ULTRA RELIABLE 
LOW LATENCY

Ultra-low cost
10 years on battery

> 10 Gbit/s peak data rates
100 Mbit/s whenever needed

Ultra-reliability
<1 ms radio latency

10-100 x more devices 10000 x more traffic

For everything Unlimited experience Instant action
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Use Cases

360 
degree 
video

Virtual 
reality, 
traffic 

control

People 
and things

System 
Control

10 Gbit/s

100 Mbit/s

1 Mbit/s

10 kbit/s

1s 100ms  10ms 1ms
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It’s about time
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WHO WHAT WHEN WHERE WHY HOW

The most important factor is WHEN

• Filtering

• Sequencing

• Coordinating across devices
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Who? What? Where? When? Why? How?

19

NETWORK CLOCKS

Networks use highly accurate clocks for two reasons

1. Reliable transfer of data at a constant clock speed
• Constrained bias
• Minimal jitter
• Standards allow for clock variability between systems and networks (PDH, SDH)
• One part in 1,000,000,000,000,000 typical (atomic clock)

2. Time reference (time of day) for record keeping
• Always based on Universal Coordinated Time
• May be accurate to 1 second or 1 millisecond

Both of these purposes rely on an atomic clock reference, but they are very different applications

(c) 2024 Digital Forensic Sciences Australia Pty Ltd Slide 20
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UNIVERSAL
COORDINATED TIME (UTC)

Universal Time 1 (UT1)

• Conceptually, mean solar time at 0 degrees longitude

• In practice, determined using astronomical observations of distant quasars, the Moon, 
artificial satellites etc

Universal Coordinated Time is based on UT1

• 86400 SI seconds per day, kept within 0.9 seconds of UT1 by occasional leap seconds

• Other equivalent terms are “Greenwich Mean Time” and “Zulu Time” 
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Time Zones in Australia
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UNIX EPOCH TIME

Unix represents time as the number of seconds since the Unix Epoch – 00:00:00 UTC on 1 January 1970

Leap seconds are ignored
• When a leap second as added, the previous second is repeated
• When a leap second is dropped, the second is dropped
• But there are implementation-dependent variations of how this is done

A variant is based on International Atomic Time (TAI) which does not adjust for leap seconds, and is currently 37 
seconds ahead of UTC

Unix originally represented time as a 32-bit signed integer

 13 December 1901 to 19 January 2038

64 bit representation avoids the “Y2038” overflow problem

Fractional seconds are represented as a second integer representing microseconds or nanoseconds (fixed point)

(c) 2024 Digital Forensic Sciences Australia Pty Ltd Slide 23
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Time Formats

• Unix Epoch (seconds since 0:00:00 1/1/1970 UT)
• Apple Cocoa Core Data (seconds/nanoseconds since 0:00:00 1/1/2001 UT)
• Excel (days since 0/1/1900, it’s a little more complicated than it looks)

• ISO 8601: “YYYY-MM-DDThh:mm:ss+xx:yy”
• RFC822: “Ddd, DD mmm YYYY hh:mm:ss +xxyy”
• RFC2822: “Day, DD-mmm-YY hh:mm:ss UTC”

• Mac: “YYYY-MM-DD hh:mm:ss +xxyy” 

•  (or Epoch or Cocoa or old Mac Epoch)
• Windows: “YYYY/MM/DD:hh:mm:ss:xxxx [+UTC]

(c) 2024 Digital Forensic Sciences Australia Pty Ltd Slide 24

24



6/27/24

13

Time Zone Representation – ISO 8601

• Thursday, 13 January 2022 at 4:32:17pm in Australian Central 
Daylight Savings Time 

• Which of these date and time strings is compliant with ISO 8601 and represents the 
above time unambiguously? 

• 2022-01-13T16:32:17+10:30

• 2022-01-13T06:02:17Z

• 2022-01-13 16:32:17
• 2022-01-13 04:32:17PM

• 13-01-2022 4:32:17 ACDST

(c) 2024 Digital Forensic Sciences Australia Pty Ltd Slide 25

25

NETWORK RECORDS 

Internal representation of logs from different systems are generated as UTC

Translated into local time

• At the system itself, or

• At moderation, or
• At the logging/billing system

• This is implementation dependent

• In practice, most modern network equipment sits on an underlying Unix-based 
operating system

• This is entirely due to economies of scale
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TIME VARIATIONS

It is normal for different parts of the network to have a log time varying by a few seconds

This represents delays and buffers in signalling

However some time variations can be significant

(c) 2024 Digital Forensic Sciences Australia Pty Ltd Slide 27
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TIME VARIATIONS

When does a phone call record start?

(A) When the A party starts dialling the B party number?

(B) When the A party completes dialling the B party number?

(C) When the B party connects?
(D) When the call forwards to B’s voice mail?

(E) When B’s voicemail picks up?

(F) When A abandons the call?
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WHICH TIME ZONE?

A network may choose to:

• Use UTC as the basis for its logs, or

• Translate log times to a specific time zone in its jurisdiction. For example, Vodafone 
Australia uses “Vodatime” (AEST) in Australia, which it describes now as “Queensland 
Time” or “Brisbane Time”

• Use the local time for each network element generating a transaction record

• Use the local time of the A party

• Use the local time of the B party

• Use the local time of the party of interest

(c) 2024 Digital Forensic Sciences Australia Pty Ltd Slide 29
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DAYLIGHT SAVINGS

• If local time is used, daylight savings applies (if daylight savings is used)

• This is difficult to manage across a daylight savings boundary using basic tools (eg Excel)

• Different jurisdictions have different rules for daylight savings dates (even states within 
a country)

• Northern hemisphere has daylight savings March-October

• Southern hemisphere has daylights savings October-April

(c) 2024 Digital Forensic Sciences Australia Pty Ltd Slide 30
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THE ORDER OF THINGS

• When multiple network-derived records reference the same transaction, the records 
will generally be ordered by start time.

• If the start times are accurate to the same second, this does not imply that the 
transaction occurred across the network in the order given

(c) 2024 Digital Forensic Sciences Australia Pty Ltd Slide 31
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Things to know

(c) 2024 Digital Forensic Sciences Australia Pty Ltd

Slide 
32

Timezones will bite

• Windows supports only local timezone and UTC
• Mac and iOS care about timezones, sometimes

Unix Epoch and Cocoa skip leap seconds 
– security hole

GNSS: 

• GPS does not correct directly for leap seconds (18 
seconds so far)

• Glonass does correct directly for leap seconds

32
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Processing Times and Dates in Excel• It is very easy to modify an Excel spreadsheet, often unintentionally, with no record 
of changes.

• Data that is imported from a CSV file may find its way into the wrong columns from 
time to time.

• Long integer numbers such as MSISDN, IMEI and IMSI may default to a scientific 
notation format.

• It is common for timestamps to be presented as an ISO-8601 compliant text string, 
but Excel has no way to convert this to a numerical format.

• Actually, date and timestamps are even more complex, because you need to find a 
way to handle both timezones and daylight savings, neither of which are supported 
natively in Excel.

• Excel handles string-numerical recasting in ways that is often difficult to predict, 
which creates a validation challenge.

• It is common to link to a separate spreadsheet to associated MSISDNs with known 
identities. It should not be permissible to update this association, as it may corrupt 
analysis.

(c) 2024 Digital Forensic Sciences Australia Pty Ltd Slide 33
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Mobile Phone Forensics
identification and attribution

Mobile Phone Forensics, 2021 © 2003-2021 M Sorell 34
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Engineering 
Logs

Home 
Location 

Register / 
Home 

Subscription 
Server

Service 
Provision

National 
Customer 
Database

Customer
Contract 
Database

Invoice and 
Payment 

Management

Tariffs and 
Invoice 
System

Billable
Event Log

Mediation

Retail

Retail portal
Postpaid contract
Customer ID verification
Service activation

Customer

Prepaid service portal
Customer ID and payment details
Service activation

Equipment 
Identity 
Register

National 
Equipment 

Identity 
Register

Core Network

Radio Access Network(s)

SMSC

Voicemail

Call Data Records

System 
Configuration

Data Warehouse
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International mobile equipment Identifier (IMEI)

357286095165373
• The first 8 digits are the Type Allocation Code (TAC), in effect 

the make, model and revision of the handset. The first two 
digits are the Reporting Body Identifier, indicating the GSM 
Association-approved organisation that registers the given 
mobile device and allocates the rest of the TAC.
• The next 6 digits are a serial number SNR
• The final digit is either a check digit or (if set to zero) a spare 

digit. The check digit calculation is given in Annex B of 3GPP TS 
23.003. It is useful for catching manual data entry errors.

Mobile Phone Forensics, 2021 © 2003-2021 M Sorell 36
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Iphone *#06#

37
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INTERNATIONAL MOBILE SUBSCRIPTION IDENTIFIER

• The IMSI is up to 15 decimal digits, containing:
• Mobile Country Code (MCC) – 3 digits
• Mobile Network Code (MNC) – 2 or 3 digits
• Mobile Subscriber Identity Number (MSIN) – 8 to 10 digits
Example
505013141592653 

Mobile Phone Forensics, 2021 © 2003-2021 M Sorell 38
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Integrated circuit card identifier (ICCID)

• The first two digits are always 89 for a mobile SIM card, 
since the underlying card technology has other 
applications such as credit cards.

• The next two digits are the Country Code, in this case 61 
(Australia). The country code is not the same as the MCC 
used in the IMSI.

• The next two digits is the Issue Identifier (03), which 
identifies the issuing home network, in this case 
Vodafone.

• The next 12 digits are the unique Account ID or serial 
number, in this case 0000 3192 4736.

• The final two digits (2) and (8) in this case are a checksum 
and an additional digit.

Mobile Phone Forensics, 2021 © 2003-2021 M Sorell
3
9
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Mobile subscriber – integrated services digital network (MSISDN)

• A telephone number which follows the recommendations of 
the E.164 international standard “The international public 
telecommunications numbering plan”
• The MSISDN consists of a country code (1 to 3 digits) followed 

by a subscriber number of up to 12 digits. The subscriber 
number usually consists of a National Destination Code which 
is allocated to each in-country mobile network, followed by a 
unique subscriber number.

Examples
372 5877 6783
61 410 432 762

Mobile Phone Forensics, 2021 © 2003-2021 M Sorell 40
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• Name
• Address
• Identity verification details
• Account query authentication (a 

username and password, for example)
• Credit check details
• Contract details including duration, 

tariff plan, handset payment plan
• Details of: 

• the handset (IMEI), 
• SIM card (ICCID), 
• subscription (IMSI), 
• phone number (MSISDN), and 
• other relevant identifiers

• Any restrictions on the service
Critical elements provided to a national 
customer database
• In Australia, this is the Integrated Public 

Number Database (IPND) 
• https://www.acma.gov.au/give-

information-ipnd
4
1

Customer 
Contract 
Database

41

What is a customer buying?

1. A mobile phone handset – purchased outright, on a payment 
plan, or an inclusion with the contracted service. Of course, it 
is also common for the customer to bring their own handset – 
it might be passed down through the family, purchased 
second hand, or stolen.

2. An identity on the network through a SIM card and a phone 
number.

3. The provision of services by the network over a period of 
time, which represents ongoing revenue for the service 
provider with associated credit risk.

Mobile Phone Forensics, 2021 © 2003-2021 M Sorell 42
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MSISDN

• The MSISDN may be found in call records from other 
associated parties, or in a phone image. It is generally not 
found in a contemporary SIM image, since modern smart 
phones do not store a contact list on the SIM. In iPhone, the 
MSISDN can be found by association with iMessage and 
Facetime. 

• (Deprecated! Not recommended!) For manual inspection the 
MSISDN may be found by calling a known phone which 
supports Caller ID.

Mobile Phone Forensics, 2021 © 2003-2021 M Sorell 43
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ANØM
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Apple Health Data
Lessons from 5 years of real data

• Luke Jennings – University of Adelaide 

• Dr Hugo G Espinosa – Griffith University

• Dr Matthew Sorell – University of Adelaide 

47
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University of Adelaide 48
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Extraction

• Database can be accessed in multiple ways:
• Open access tools such as https://www.iphonebackupextractor.com/ 
• Professional tools such as MSAB’s XRY
• iCloud acquisition
• Export directly from App

49

49

Our data set

• Personal data set of one of the authors (Sorell)
• Apple iPhones
• Apple Watches

• No modifications or sanitation, but some artifacts are a result 
of external artificial actions (such as manual time zone 
changes)

• Data collected since mid 2017
• Snapshots of database captured over time
• Shows evolution of Apple Health database over time

50

50
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Use of my data set
• The data is real and invasive of privacy
• However, it is available to researchers, on request, when you undertake to uphold 

the following conditions:
1. You do not publish my personal home address
2. You acknowledge the source data
3. You inform me of any work arising from the data, and supply a copy of publications
4. If you identify an underlying health condition, you let me know.

Contact: matthew@digitalforensicsciences.au

51
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Inclusions
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A CTF competition based on our data
https://healthdata.ctfd.io

53
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A CTF competition based on our data
https://healthdata.ctfd.io

54

• The CTF is a guided tour of healthdb_secure.sqlite
• Scaffolded introduction to artefacts

54
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A CTF competition based on our data
https://healthdata.ctfd.io

55

Guided “investigation” challenges

55

A CTF competition based on our data
https://healthdata.ctfd.io
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Open-ended challenges

56
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Exercise Mania

• By investigating a user’s workout data you can identify:
• Preferred method of exercise, time, location and intensity

• running, 
• cycling, 
• hiking, 
• rowing, etc.

• But all is not always as it seems…
• Exercise triggers may not correctly identify exercise type
• User may manually choose a similar exercise type

57

57

Exercise Mania
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Exercise Mania

• Workout Types (activity_types)
• Cycling = 13 (5 instances)
• Hiking = 24 (1 instance)
• Rowing = 35 (87 instances)
• Running = 37 (1 instance) 
• Walking = 52 (153 instances )

• Preferred methods of exercise are Walking and Rowing.

59
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Exercise Mania
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61

61

Travel Diary

• Exercise records link to latitude and longitude
• Start location linked to weather conditions
• From iOS 16.0, exercise route directly visible

• Previously, can see exercise route by exporting health data

• Database also records time zones
• These can be used to establish domestic travel across states or international travel 

across countries. 

62
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Timezone extraction 

63

63

Travel Diary

64

Time zone Timestamp UTC Timestamp (local) Status Ground truth 

Australia/Adelaide 25/6/2017 20:59 26/6/2017 6:29 Departure Adelaide 06:25 (local)to Hong 
Kong 13:45 (local) Asia/Hong_Kong 26/6/2017 6:30 26/6/2017 14:30 Arrival 

Asia/Hong_Kong 27/6/2017 2:08 27/6/2017 10:08 Departure Hong Kong 00:25 (local) to 
Helsinki 06:00 (local) Europe/Helsinki 27/6/2017 2:39 27/6/2017 5:39 Arrival 

Europe/Helsinki 29/6/2017 12:05 29/6/2017 15:05 Departure Ferry to Tallinn 14:00-16:00 
(local) Europe/Tallinn 29/6/2017 12:22 29/6/2017 15:22 Arrival 

Europe/Tallinn 16/7/2017 14:12 16/7/2017 17:12 Departure Ferry to Helsinki 16:00-18:00 
(local) Europe/Helsinki 16/7/2017 14:22 16/7/2017 17:22 Arrival 

Europe/Helsinki 17/7/2017 21:08 18/7/2017 0:08 Departure Dep 16/7 20:55 UTC Helsinki 
Arr 17/7  08:40 UTC Singapore 
Dep 17/7 11:55 UTC Singapore 
Arr 17/7 19:20 UTC Melbourne 
Dep 17/7 21:30 UTC 
Melbourne 
Arr 17/7 22:50 UTC Adelaide 

Australia/Adelaide 17/7/2017 22:52 18/7/2017 8:22 Arrival 

 
64
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New Toys

Device hardware and software information can be obtained from the database. This 
includes:

• Make/model
• Type (watch/phone)
• Version (firmware)
Using timestamps from previous findings one can infer (if they perform regular 

movements registered as step counts) the times and dates they perform software 
updates. 

Some firmware versions (iOS 12) record health measurements differently. 

65

65

New Toys

Origin_product_type Source_version
iPhone8,2 10.3.1
iPhone8,2 10.3.2
iPhone9,4 10.3.2
iPhone9,4 10.3.3
iPhone9,4 11.0

66
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Dr Matthew Sorell, Principal Consultant and CTO
Bailey Heading, Algorithm Developer

matthew@digitalforensicsciences.au
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The Quintilian Project
Visualising Reachable Areas

Developments and Challenges

67

Getting from A to B

(c) 2024 Digital Forensic Sciences Australia Pty Ltd 68
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Problem Statement

Sparse time-location data in a criminal investigation
Investigation
• Establish the geographical scope which changes dynamically as 

evidence is introduced
Prosecution
• Demonstrate the in-scope legality of evidence gathered
Defence
• Alternative interpretations and hypotheses

(c) 2024 Digital Forensic Sciences Australia Pty Ltd 69
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Definitions

Map is a geospatial network
  G=(V(CV,M,D), E(CE,M,D)), 
where C is the cost subject to:
 vertex (V) or 
 edge (E), 
 mode of transport (M) and 
 direction vector (D). 
Conventional route-mapping finds an optimal lowest-cost path through the 
geospatial network using a variation of Dijkstra’s algorithm

(c) 2024 Digital Forensic Sciences Australia Pty Ltd 70
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Getting from A to B, via C

(c) 2024 Digital Forensic Sciences Australia Pty Ltd 71
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Reach

• Test whether V1 is reachable from V0 in the available time Dt = (t1- t0).
• Define the surplus S as Dt - tmin(0-1) which is ³0 if the path is feasible.
• Force the path from V0 to V1 to visit intermediate node V01.

tmin(0-1) = tmin(0-01) + tmin(01-1)

• Path is feasible if its surplus is non-negative
S0-01-1 = Dt – (tmin(0-01) + tmin(01-1)) ³ 0

The set of all vertices R01 which satisfy the feasibility criterion is the reach 

between V0 and V1 within the cost constraint of the time available. 

(c) 2024 Digital Forensic Sciences Australia Pty Ltd 72
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Reach

(c) 2024 Digital Forensic Sciences Australia Pty Ltd 73
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Isochrones as a special case

(c) 2024 Digital Forensic Sciences Australia Pty Ltd 74

Outgoing exo-isochrone Incoming endo-isochrone
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Round-trip hobbito*-isochrone

(c) 2024 Digital Forensic Sciences Australia Pty Ltd 75

*Tolkein, JRR, The 
Hobbit, or “There 
and Back Again”

75

Waypoints

(c) 2024 Digital Forensic Sciences Australia Pty Ltd 76

R = R0-1 È R1-2

Using Bellman’s Principle of Optimality: S = max (S0-1, S1-2)

76
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Arrival and Departure Times

• For each waypoint, need to consider
• Earliest and Latest Arrival
• Earliest and Latest Departure

• Considerations
• Fastest path in and out of waypoint
• Known event at waypoint (eg phone call start and end time)
• Dwell time

• The model allows earliest departure before latest arrival

(c) 2024 Digital Forensic Sciences Australia Pty Ltd 77
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Waypoint with unknown time

(c) 2024 Digital Forensic Sciences Australia Pty Ltd 78

Earliest arrival at waypoint:
Fastest path from source to waypoint
Maximum reach from waypoint to destination

Latest arrival at waypoint:
Maximum reach from source to waypoint
Fastest path from waypoint to destination

Earliest Arrival
Earliest Departure

Latest Arrival
Latest Departure

78
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Waypoint with unknown time

(c) 2024 Digital Forensic Sciences Australia Pty Ltd 79
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Dwell Time
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Excluded zones

(c) 2024 Digital Forensic Sciences Australia Pty Ltd 81

Exclusion is a modified edge cost in 
• Known road closure / confirmed non sighting
• Vehicle height restriction

Other reasons for modified costs
• Transportation mode
• Time of day / live traffic conditions

81

GIS challenges

• Prototype relies on 2018 OSM maps
• Primary and secondary roads are mostly up to date
• Tertiary tracks are largely missing
• Undocumented tracks are … undocumented
• This includes a pedestrian jumping fences

• Roads may be closed
• A pedestrian track might be traversable by vehicle
• Speed limits and one-way road rules may not apply

(c) 2024 Digital Forensic Sciences Australia Pty Ltd 82
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Applications

• Missing persons
• Search and rescue
• Applicability of traces to 

investigation
• Targeted review of CCTV
• Customs
• Strategic surveillance bottleneck 

analysis
• Re-routing around disruptions

(c) 2024 Digital Forensic Sciences Australia Pty Ltd 83
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Delivery

Reach map needs to support the application
• Manual interaction by experts
• Automated data ingestion and operational command and 

control
• Rules-based templates for specific search contexts
• Potential use of machine learning to support investigation?

(c) 2024 Digital Forensic Sciences Australia Pty Ltd 84
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