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Won’t go away anytime soon

People don’t like to remember them
• There’s no ”fun” in remembering passwords

”How to create…” is not really successful

Per Thorsheim @ Passwords^10, December 8-9, 2010



An attacker doesn’t need your password

Many people have technical access
• (but very few has legal access to your data)

… and what about your helpdesk?

Per Thorsheim @ Passwords^10, December 8-9, 2010



Prohibit ”weak” passwords
• Unless, of course, ”1984” becomes reality

Per Thorsheim @ Passwords^10, December 8-9, 2010



Crack our passwords regularly
• Risk exposure

• User education / awareness

 Improve our systems
• Salt, anyone?

Per Thorsheim @ Passwords^10, December 8-9, 2010



Use a sentence as your password

 If you forget it, use:

I forgot my password.

Per Thorsheim @ Passwords^10, December 8-9, 2010



Password recommendations*

•Make your password a sentence

•Unique account, unique password

•Write down your passwords

•Use 2-factor authentication

* As written for the US National Cyber Security Alliance for World Password Day 2016.



And the best news of the day:



Mandatory & frequent change of 
passwords are stupid!

1. decreases security
2. destroys the user experience

3. Waste of valuable time



Haveibeenpwned.com



What is the value of a password?













Change frequencies
A little test of your password guessing capabilities



September1
September2
September3



https://www.cesg.gov.uk/articles/problems-forcing-regular-password-expiry



https://www.ftc.gov/news-events/blogs/techftc/2016/03/time-rethink-mandatory-password-changes



NIST SP800-63B
«Toward better password requirements» – Jim Fenton

#passwords16, BSidesLV
https://www.youtube.com/watch?v=nXg-kh7fKEE



NIST SP800-63B

• No more forced & regular password change

• Drop the complexity requirements (length trumps everything!)

• Stop using SMS for sending secrets

• Implement /dynamic) password block lists; 1K-10K most common
• OpenPasswordFilter on GitHub for Windows



Operation «Face 
Factor»

• Unique opportunity!

• 5000+ photos used on access cards

• … we knew their passwords

• Analyze all the data!



Categorization

Gender

Glasses (Y/N)

Hair color

Facial hair



And the results?

Women prefer length.

Men prefer a wider selection (entropy).

«Unix gurus» have the worst passwords.



PINs
1234



Choose your pins (17 year olds, fall 2013)

Girls
1996

Boys
1337
1996



Most common 4-digit PINs:

1234
0000
2580
1111
5555
5683
0852



Digit distribution for PINs

Thank you to Andrey Bogdanov, Sondre Rønjom & Jan Fredrik Leversund for great help!

4-digit memorable 4-digit non-memorable 7-digit memorable

Digit 6 is hard to remember?

Digit 0 is not «random» enough?



Heatmapping PINs @Cambridge
Rockyou iPhone Physical access

Control system

A birthday present every eleven wallets? The security of customer-chosen banking PINs
http://www.cl.cam.ac.uk/~jcb82/doc/BPA12-FC-banking_pin_security.pdf
http://www.cl.cam.ac.uk/~jcb82/doc/BPA12-FC-banking_pin_security-slides_ss.pdf

http://danielamitay.com/blog/2011/6/13/most-common-iphone-passcodes
See also: http://www.datagenetics.com/blog/september32012/index.html

Radical.org/pinmap
By @kluzz



Bruce Blair, 2015
https://sgs.princeton.edu/00000000



Creating a long & memorable PIN:

=
Johansen
56426736



(Android) Lock Patterns



www.marteloge.no



10% uses a letter from standard English alphabet

«On User Choice for Android Unlock Patterns»
Loge, Duermuth, Rostad



PasswordsCon.org
youtube.com/user/thorsheim



Password alternatives
As in: ADDITIONS to passwords!





HOWTO: Improve your phone biometric protection









Fighting Phone & 
SMS Spoofing:
From Users to 
Governments
Per Thorsheim

CISA, CRISC





Mobile
Hijacking

Port out

attack

SIMswap

Spoofing «Traditional fraud»

2019



Hearing from Norwegian government 
on September 3, 2019:

Actions to prevent mobile hijacking.



#VoiceMailHijacking 
(spoofing)
Digi.no, version2.dk, nyteknik.se
november/december 2019



27 August 2006



Let’s hack!





HOWTO: 
reduce phone 
spoofing

STIR/SHAKEN to the people!



Image source: https://transnexus.com/whitepapers/understanding-stir-shaken/



STIR/SHAKEN – Attestation of calls*

• Full attestation
• The service provider has authenticated the calling party and they are 

authorized to use the calling number. An example of this case is a subscriber 
registered with the originating telephone service provider’s softswitch.

• Partial attestation
• The service provider has authenticated the call origination, but cannot verify 

the call source is authorized to use the calling number. An example of this use 
case is a telephone number behind an enterprise PBX.

• Gateway attestation
• The service provider has authenticated from where it received the call, but 

cannot authenticate the call source. An example of this case would be a call 
received from an international gateway.

* Text totally ripped from https://transnexus.com/whitepapers/understanding-stir-shaken/



iPhone today iPhone with STIR/SHAKEN
iPhone with STIR/SHAKEN
& Rich Call Data (RCD)

Cost (?) Business opportunity?



Timelines
USA & Canada

• Jan 2018: Canada expect 
implementation by March 31, 
2019
• Delayed several times
• Post-deploy report by May 31, 

2022

• DeC 2019: TRACED Act i USA
• FCC approval March 31, 2020
• Big providers: June 30 2021
• Small providers: June 30 2022

• June 30, 2021: T-Mobile USA 
announce 100% compliance

Norway

• <nothing to report here…>



CEPT ECC Report 338 – CLI Spoofing, June 
2022
• Page 34:

• “It is unlikely that all operators in Europe will introduce systems to 
counteract CLI spoofing on their own initiative, without regulatory 
intervention. In that sense, the situation is similar to that in the USA 
where operators only introduced STIR/SHAKEN on a large scale after 
implementation of corresponding legislation.”

• It is likely that all European operators wishing to terminate calls, 
where both the called party number and the calling party number are 
US numbers, will in due course have to implement STIR/SHAKEN. 
Clearly, this technology has the first mover advantage.



Risk Based 
Authentication
riskbasedauthentication.org



And the results?

Women prefer length.

Men prefer variety (character entropy).

«Unix gurus» have the absolutely worst passwords.









Periodic password expiration is an ancient and 
obsolete mitigation of very low value, and we don’t 
believe it’s worthwhile for our baseline to enforce 

any specific value.



One IMPORTANT question!



Do I need an 
account for that? 



Good UX = Good security
IMHO



Onboarding & 
login process 
flow

When & why to ask for account 
creation & login



Creating a new account
(Again I’ll ask: WHY do I need an account?)



Create a new account

Email

Choose a password

Enter password to confirm

Choose a username

FOCUS!

Religious «EVIL EYE»!

Your password cannot contain…
Minimum / maximum length

Any other requirements?

Pros & Cons of «username» vs email?

This is my beloved passphrase! ShowHide

Redundant input field
(Less typing – better UX)

Client-side passphrase generator

Password strength meter
(Gamification)



«Your password contains invalid characters.»

NO, your startup contains incompetent engineers.
@harribellthomas



About gamification…

Per Thorsheim



2FA now or later?

Please, don’t be annoying!





Well, your phone 
does that today.

Email. SMS. Voice. In-app push messages.



Norwegian BankID login flow

Why? Username OTP Password



HOWTO: Login flow with 2FA

BAD

• Username – Pwd – OTP

• Username + Pwd + OTP

GOOD

• Username – OTP - Pwd



I need to change my password
Tell us why do you want to change your password?





Web.dev/change-password-url/



Length 15 & No Change.
Implementing NIST SP800-63B for real.



OpenPasswordFilter

• https://github.com/jephthai/OpenPasswordFilter

• Cormac Herley says

• «block Internet top 1K-10K passwords,and you’ll be fine.»

• We are a hotel chain. In Scandinavia.

• 18K employees, 6 countries, 210+ locations, and…

• 170+ nationalities working for us

https://github.com/jephthai/OpenPasswordFilter


Communicating the Good 
News

Would you like to never have to change your password again?



And a personal story at the end
Why you should write down your passwords.





per@thorsheim.net
+47 90 99 92 59 Signal

@thorsheim
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